«OCTOPOKHO, MOLLIEHHUKH ! »

B ycnoBusix pa3BuTUS LH(POBON SKOHOMUKH, JIEKTPOHHBIX IIATEXKHBIX CUCTEM
NEPCOHAIBHBIX 3JICKTPOHHBIX YCTpOWCTB M MHTepHeTa CTpEeMHUTEIbHO BO3POCIIO
KOJIMYECTBO COBEPIIEHHBIX C UX UCIOJIB30BAaHUEM MPECTYILICHHUH.

CoBepuieHHIO JAaHHOW KaTeropuu MpPeCTYIJIEHHH CHOCOOCTBYIOT JOBEPYMBOCTD
IPpaXJaH, HEJO0CTaTOYHAass WX OCBEJOMIIEHHOCTb U IpeHeOpeKUTEbHOE OTHOIIEHHUE
K 3JIEMEHTapHBIM IpaBUIaM O€30M1aCHOCTH.

Jinst  mpenynpexaeHuss IMpOTHBONPABHBIX ACHCTBHA 110 AMCTAHUMOHHOMY
XUILEHHUIO ICHE)KHBIX CPEJICTB BaYKHO 3alIOMHUTh CJIEAYIOIIEE.

Cotpynnuku 6aHka 110 TesaeOHy WK B SJIEKTPOHHOM MUCHME He 3aMpalinBaioT:

® I[IE€pPCOHAJbHbIE CBEJEHHMs (Cepuss W HOMEp Macrnopra, aapec PerucTpalyy,

M ¥ (haMUIIUS BIIaJeNblia KapThl);

® PpeKBU3UTHI, cpok aercTBusd, ITMH- u1 CVV-koapl 6aHKOBCKUX KapT;

® mnapoiu uiau Koabl u3 CMC-cooOueHuid ans moATBepkIeHUs (HUHAHCOBBIX

oIepaluil Uik UX OTMEHEI;

® JIOTWH W NapoJib I BXOJa B IMYHBIN KaOWHET KJIMeHTa OaHKa.

Cotpynnuku 6aHKa TakyKe He Ipeiararor:

® YCTaHOBHTH POIPAMMBI yAaJeHHOro JocTtyna (WiIM WHbIE CTOPOHHHE
NPUIIOKEHHU) Ha MOOMIBHOE YCTPOWCTBO M Pa3pelliuTh MOAKIIOYEHHUE K HUM
IO MPEIOrOM TEXHHYECKOH NOAAEPKKH (HapuMep, yaajleHHe BUPYCOB);
e nepeitu 1o cceuike u3 CMC-coo0eHus;
BKIIFOYUTh Tepeajgpecanuro Ha TeiledoHe KIMEeHTa Ui COBEPLIEHHUS
B JlaJIbHEUIIIEM 3BOHKA OT €ro MIMEHHU B OaHK;

® IOA HX PYKOBOACTBOM II€PEBECTH ISl COXPAHHOCTH [ICHEXKHbIE CpeICTBa
Ha «3alUIIEHHBIE» UK «Oe30macHbIe» CYETA;

® 3alTH B OHJaliH-KabuHeT 1o ccbuike U3 CMC-co00IeH s Wil 3JIEKTPOHHOTO
NuchMma.

baHK MOXeT WHMIMHPOBATH OOLIEHHWE C KIMEHTOM TOJIBKO Ul KOHCYJIbTALHil
MO TpenocTaBisieMbIM yciyram. IIpy 5TOM 3BOHKM COBEpLIAIOTCS C HOMEPOB,
yKa3aHHbIX Ha OOOPOTHOH CTOpOHE KapThl, HAa OQHULMAILHBIX CalTaXx M OAHKOBCKHUX
AOKyMeHTax. MlHble HoMepa He UMEIOT HUKAKOTO OTHOILEHHUS K OaHKY.

YUrobpl He cTaTh JKEPTBOH JHMCTAHLMOHHOIO MOIIEHHMYECTBA CIIELYeT
MCIOJIB30BATh TOJBKO O(UIIMAIbHBIE KaHAJIbI CBSA3H:

® (opmbI OOpaTHOI CBA3M Ha caiiTe GaHKa U B MOOUIILHOM NPUIIOKEHUH;

e Tesle(pOHBI TOPSYUX JIMHUI;

® TPYIIBI WK 4aT-00ThI B MeCCeHKepaX (€CiIi TaKOBbIE UMEIOTCS ).

BaxHO NOMHHTB, YTO MOOHWIIBHBIE MPHUIOKEHHS OAHKOB CJEAyeT CKayMBaTh
4epe3 opuumanbHele Marasutbl (App Store, Google Play u T.11.).

HeobOXxoaMmo . yuuThIBaTh, YTO JepiKaTelb KapThl 00S3aH CAMOCTOSATETHHO
obecreYnTh KOH(MUICHIMAIBHOCTD €€ PEKBU3UTOB M B 3TOM CBS3M U30€raTh:

® TOJKIIOYEHUs K 061Ien0CcTyMHbIM ceTsiM Wi-Fi;

e ucnones3zoBanus IIMH- umau CVV-konoB npu 3aka3e TOBapOB M yCIyr

yepes ceTh «MHuTEepHET», a TaKkke 1o tenedony (dakcy);
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e Cc0001IeHHs Ha3BaHHBIX KOJOB TPETHHUM JIMIaM (B MPOTHBHOM ClIydae JHoOble
omnepalnyu, COBEPLIEHHbBIE ¢ UX UCMOJb30BAaHUEM, CUUTAIOTCS BBIMOJHEHHBIMU
CaMHM JiepKaTesieM KapThl U He MOTYT OBITh OITPOTECTOBAHBI).

Ilpu wncnone3oBaHMM OaHKOMATOB OTAaBaiTe MPEANOYTEHHE TEM, KOTODBIE
YCTaHOBJICHBI B 3allIMIIEHHBIX MecTaX (Halmpumep, B rOCyUpexaeHusx, ohucax 0aHKOB,
KPYNHBIX TOProBeIX LeHTpax). [lepen ero ucnosnb3oBaHUEM, OCMOTPUTE U yOEIUTECH,
4TO:

® BCe OIlepallly, COBEpIIaeMble MPeabIAYIIUM KIHeHTOM, 3aBepIlEHbI;

* Ha KJIaBMaType U B MecTe /ISl IPUeMa KapT HeT JONOIHUTEbHBIX YCTPOHCTE;

® OTCYTCTBYIOT HEMCIIPABHOCTHU U UHBIE TTOBPEKICHUSI.
CoBepiuas onepauuu, He MPHUCIYIIMBANTECH K COBETAM HE3HAKOMBIX JIIOJEH
U HE IPUHUMANTE UX MOMOIIb.
Ilpu wucronp3oBaHMHM  COTOBBIX  TeneoHOB  (cMapThoHOB)  coboaiite
CleyIOLHe TIpaBua:
® Ipv YCTaHOBKE MOOMJIBHBIX TPUIOKEHUH oOpalnaiiTe BHUMaHHE Ha
IIOJIHOMOYHS, KOTOpblE OHHM 3alpalluBarOT. bynbTe OCOOEHHO OCTOPOXKHBI,
€CIIM NPUJIOKEHHE IPOCUT IpaBa Ha YTEHHE aJPECHOW KHUIH, OTIPABKY
CMC-coo011eHNH U HHBIX YBEIOMIIEHHUH, 1OCTYII K ceTH «MHTepHeT;
® OTKIIOYHUTE B HACTPOMKax BO3MOXHOCTh HCIIOJB30BAHUS TOJIOCOBOIO
YIpaBIeHUs PH 3a610KHPOBAHHOM YKPAHe;

® He mnepexoauTe Mo ccbuikaM u3 CMC-yBenomiieHUM, pa3lIUYHBIX YaTOB
U, MECCEH/DKEPOB, He yOeIMBLIMCh B MX JIOCTOBEPHOCTH (TIepe3BaHMBAMTE
JIOJSIM UX TIPUCJIABIIINM );

® HEC TEPEYHUCIISAUTE [IeHEeXHbIe CpPEeIACTBA 3HAKOMBIM, POJCTBEHHHUKAMH
¥ ONM3KMM JIMIAM Ha WX MpoCkObl O TMEPEBOJE JEHEXKHBIX CPEICTB
3 -CMC-yBenomieHuH,  pa3iM4HBIX  4YaTOB U MECCEH]I)KEepOB,
He -yOeQWBUINCH B HUX JOCTOBEPHOCTH  (Tlepe3BaHMBaiiTe  JTHOIIM
UX OPUCIABIIUM);
IIpu KCIIOB30BaHMH MHTEPHET-CEPBHUCOB, B TO YUCIE IS TOKYIIKU H [IPOJIaXKH
TOBapoOB U OKazaHus yciyr (AButo, FOna u T.1.) 3aIOMHUTE Psii MPOCTHIX MPABUIL:
® UCIOJB3YHTE CPE/ICTBA OOLIEHHs], IPEOCTaBIEHHbIE JaHHBIMU CaliTaMu;
® HE MepPeXOAUTh Ha «HUHAUBUIYAIBHOE» OOIIEHHWE C MOCTOPOHHHUMH JIULIAMH
C MCI0Jib30BaHUEM JIMYHBIX HOMEPOB TeJIe(OHOB,;

® He NepefaBaiiTe CBOM IepcOHANbHbIE JaHHbIE, B TOM 4HCIa afpec
NPOXKMBAHUS, KOHTAKTHBIE TenedOHbl, OAHKOBCKHE PEKBH3MTBI H KOIBI
NOATBEPKACHUS GAHKOBCKUX onepaui;

® HCIOJIb3yHTe TOJIBKO MNOPSAOK W (OpMBI OIUIATHI, MOJYYEHHUS TOBApOB,
NpeayCcMOTPEHHbIE JaHHBIMU MHTEPHET-CEPBHCAMH.

IIpu omnare ToBapa M yciayr B cetu «MHTepHeT» (OCOOEHHO MpH MPHUBS3KE
K PEeryJisipHBIM IUIaTeXaM WM aKKayHTaM) TpeOyeTcsl BCerja yuMThIBATh BBICOKYIO
BEPOSATHOCTL II€peXoJa Ha TMOANeNbHBbIM CalT, CO3JaHHBIM IS KOMIpPOMETALUU
KJIMEHTCKUX AAHHBIX, BKIIIOYAsl IUIATe)KHbIE KAPTOUHBIE TaHHbIE.

JUis  MUHMMM3allMM  BO3MOJKHBIX XHWILEHWW NpU MPOBEACHUM Ollepauuil
C MCTIONIb30BaHHUEM ceTn «PIHTCpHGT» pEeKOMeHayeTCs:
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® 0(OPMHUTH BUPTYaTbHYIO KapTy ¢ yCTAHOBJIEHHEM pa3Mepa MHIAMBHUIYaTIbHOTO
JUMHUTA, OrPaHUYHMBAIOLIErO OMNEpalydyd, B TOM YHUCJIE C HMCIOJb30BaHHEM
JApYrux 0aHKOBCKHMX KapT;

® BHHUMATeJIbHO 4YHUTaTh TeKCThl CMC-coOOUIeHHI W HWHBIX YBEIOMIIEHHH
C KOJaMH MOATBEPKIACHHM, IPOBEPSATh PEKBU3UTHI onepaluii. Eciiu peKBU3HTHI
HE COBIIaJIalOT, TO TAKOW MapoJib BBOJUTH HENb3S.

Korma 06aHk cuuTaer coBepliaeMble OT HMMEHHM KIMEHTAa  ONEpaLyy
NIOJIO3PUTEIBHBIMU, OH MOJKET 110 CBOEH MHULIMATUBE BPEMEHHO 3a0JI0KUpOBaTh 1OCTYII
Kk ceprucam CMC-6anka u oHnaiiH-kabunera. Eciiu onepannu coBepileHs! gepkaTenem
KapTel, 1JIsi OBICTPOro BO30OHOBJICHHUS JOCTYIA K JE€HEKHBIM CPEIACTBAM J0CTATOYHO
NIO3BOHUTH B KOHTAKTHBIN LIEHTP OaHKa.

B ciy4yae yrepu mnm cMmeHbl HOMepa Tele(oOHa, NPUBSI3aHHOIO K OAHKOBCKOIL
Kapre, HeQOX0IUMO:

® CBsI3aThCs ¢ OaHKOM ISl oTKItoueHust yeayru CMC-yBeqoMIeHus;

® 3a0J0KMPOBaTh CUM-KapTy, OOPaTUBIIKCH K COTOBOMY OIIEpaTopy.

Ilpy BO3HMKHOBEHMM MaJeIIMX MOJO3PEHUN HAac4eT IpeANpPHHUMAEMbIX
[IONBITOK ~ COBEPUICHUS MOLIEHHUYECKUX JEeWCTBUH CleAyeT He3aMeIJUTEIbHO
YBEIOMIIATH 06 HTOM GaHK.

ColntofieHne NpUBENEHHBIX Mep W PEKOMEHIAlWi MO3BOJUT IPeJOTBPATUTh
Clly4ad JUCTAaHIIMOHHOT'O XUILEHUS I€HEXKHBIX CPECTB.

[ToMoIHUK ﬁpoKypopa P.P. Xalipynnuna
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